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1. Overview

Through the Vertiv™ Avocent® DSView™ Solution platform, you can use the web Ul to perform a bulk update of multiple IP KVM and Vertiv™ Avocent®
RM1048P Rack Manager devices. During the bulk update operation, one or more devices may fail to update. This technical note provides step-by-step
instructions to resolve failed bulk firmware updates.

This technical note applies to the following Vertiv™ Avocent® DSView™ Solution products:

e Vertiv™ Avocent® MP1000 Management Platform
e Vertiv™™ Avocent® RM1048P Rack Manager

e Vertiv™ Avocent® IPIQ IP KVM devices

e Vertiv™ Avocent® IPUHD 4K IP KVM devices

2. Vertiv™ Avocent® IPIQ IP KVM Device Bulk Firmware Update

When attempting to perform a bulk firmware update of several Vertiv™ Avocent® IPIQ IP KVM devices that are physically connected to the back of a
Vertiv™ Avocent® RM1048P Rack Manager, one or more firmware updates may fail from the web Ul. The rack manager may be either in standalone mode or
managed by a Vertiv™ Avocent® MP1000 Management Platform. The following table describes how the firmware update operation may have failed and
provides troubleshooting instructions.

Table 2.1 Vertiv™ Avocent® IPIQ IP KVM - Bulk Firmware Update Troubleshooting

ISSUE SOLUTION

1. Wait at least five minutes after the Vertiv?™ Avocent® IPIQ IP KVM
Device Bulk Firmware Update operation has failed.

After executing the bulk firmware update from the web Ul of the rack 2. Update the firmware for one or more of the Vertiv™ Avocent® IPIQ IP

manager or management platform, check for an error message that

indicates either the update was unable to get a proper response from a
Vertiv™™ Avocent® IPIQ IP KVM device or the update was unable to

initialize properly. 3. Verify that the firmware update was successful for the selected
Vertiv™ Avocent® IPIQ IP KVM devices. Refer to the Get Firmware
Update Status section for instructions.

KVM devices that previously failed. Refer to the Perform Firmware
Update from Web Ul section for instructions.
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3. Vertiv™ Avocent® IPUHD 4K IP KVM Device Bulk Firmware Update

When attempting to perform a bulk firmware update of several Vertiv™ Avocent® IPUHD 4K IP KVM devices that are physically connected to the back of a
Vertiv™ Avocent® RM1048P Rack Manager, one or more firmware updates may fail from the web Ul. The rack manager may be either in standalone mode or
managed by a Vertiv™ Avocent® MP1000 Management Platform. The following table describes how the firmware update operation may have failed and

provides troubleshooting instructions.

Table 3.1 Vertiv™ Avocent® IPUHD 4K IP KVM Device - Bulk Firmware Update Troubleshooting

ISSUES SOLUTIONS

After executing the bulk firmware update from the web Ul of the rack
manager or management platform, check for an error message that
indicates the update failed due to a parse status code failure.

1.

2.

3.

-OR-

1.

w

R

Wait at least five minutes after the Vertiv™ Avocent® IPUHD 4K IP
KVM Device Bulk Firmware Update operation has failed.

Update the firmware for the Vertiv™ Avocent® IPUHD 4K |IP KVM
devices that previously failed. Refer to the Perform Firmware Update
from Web Ul section for instructions.

Verify that the firmware update was successful for the selected
Vertiv™ Avocent® IPUHD 4K IP KVM devices. Refer to the Get
Firmware Update Status section for instructions.

Wait at least five minutes after the Vertiv™ Avocent® IPUHD 4K IP
KVM Device Bulk Firmware Update operation has failed.

From the Appliance View or Targets List page of the web Ul, delete
and then re-add the Vertiv™ Avocent® IPUHD 4K IP KVM device.

Update the firmware for the Vertiv™ Avocent® IPUHD 4K IP KVM
devices that previously failed. Refer to the Perform Firmware Update
from Web Ul section for instructions.

Verify that the firmware update was successful for the selected
Vertiv™ Avocent® IPUHD 4K IP KVM devices. Refer to the Get
Firmware Update Status section for instructions.

After executing the bulk firmware update from the web Ul of the rack
manager or management platform, check for an error message that
indicates the update failed due to an unexpected response value.

o

Disconnect the Vertiv™ Avocent® IPUHD 4K IP KVM devices from the
back of the rack manager.

From the Appliance View or Targets List page of the web Ul, delete
the Vertiv™ Avocent® IPUHD 4K IP KVM devices.

Restart both the sip-docker and ip-management services using the
CLI (Command Line Interface). Refer to the Restart Rack Manager
Appliance Services section for instructions.

Reconnect the Vertiv™ Avocent® IPUHD 4K IP KVM devices to the
back of the rack manager.

Update the firmware for the Vertiv™ Avocent® IPUHD 4K IP KVM
devices. Refer to the Perform Firmware Update from Web Ul section
for instructions.

Verify that the firmware update was successful for the selected
Vertiv™ Avocent® IPUHD 4K IP KVM devices. Refer to the Get
Firmware Update Status section for instructions.
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4. Vertiv™ Avocent® RM1048P Rack Manager Appliance Bulk Firmware Update

When attempting to perform a bulk firmware update of several Vertiv™ Avocent® RM1048P Rack Managers that are managed by a Vertiv™ Avocent®
MP1000 Management Platform, one or more firmware updates may fail from the web Ul. The following table describes how the firmware update operation

may have failed and provides troubleshooting instructions.

Table 4.1 Vertiv™ Avocent® RM1048P Rack Manager — Bulk Firmware Update Troubleshooting

ISSUE SOLUTION

Before troubleshooting, ensure the updated firmware version is correct in
the rack manager. Refer to the Get Rack Manager Appliance Firmware

After executing the bulk firmware update from the web Ul of the
management platform, check for an error message that indicates the

NOTE: The firmware update operation on the rack managers may be

update was unable to retrieve the status information from the appliance.

successful despite the above error message displaying in the web UL.

Version section for instructions. If the rack manager’s firmware version is
incorrect, then proceed with the following steps:

1. From the Targets - Appliance View page of the management
platform’s web Ul, delete and then re-add the rack manager.

2. Update the firmware for the rack managers that previously
failed. Refer to the Perform Firmware Update from Web Ul
section of this document for instructions.

3. Verify that the updated firmware version is correct in the rack
manager. Refer to the Get Rack Manager Appliance Firmware
Version section for instructions.

PROPRIETARY AND CONFIDENTIAL. © 2024 Vertiv Group Corp.

Page 3 of 7



V¢ VERTIV.

5. General Procedures
Perform Firmware Update from Web Ul
Follow the steps below to perform a bulk firmware update for multiple devices using the web Ul.
1. From the left-hand sidebar, click the Targets tab and then click either the Appliance View link or the Targets List link.

2. Hover your mouse over the desired device(s) and check the box on the left side of the row for each device you wish to update. The Firmware
Update icon appears above the list of devices.

(1) Show Selected  Select By Filter Unselect All ltems
" [1]

3. Click the Firmware Update icon. A Firmware Update dialogue box appears.

Firmware Update X

Select Firmware file to upload and
update the appliance

Upload File TFTP FTP HTTP

I

Drag and drop your file/folder here or

. Choose File

(@ Update Now

Cancel Update

4, Click Choose File and browse to the firmware file from your local drive.
5. Select the firmware file and click Open.
-or-
Drag and drop the firmware file from your local drive.
NOTE: If you wish update the firmware from TFTP, FTP or HTTP, fill in the required information.

6. Click Update to update the firmware.

Get Firmware Update Status
Follow the steps below to verify that a firmware update has been successful:
1. Login to the web Ul of the rack manager or management platform with an administrator user account.

2. From the left-hand sidebar, click Administration — Firmware Updates to view the list of firmware updates and the corresponding status of each
firmware update.

3. Click the plus icon on the left side of the appropriate firmware update task to view the status of the most recent firmware update. Upon
expanding the update task, information will appear in the Previous Firmware Version (if applicable), New Firmware Version, and Status columns.
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Restart Rack Manager Appliance Services

Follow the steps below to restart one or more services running on the Vertiv™ Avocent® RM1048P Rack Manager using the CLI:
1. Launch a serial connection to the rack manager using port 22 with an SSH application such as PuTTY.
2. Login as an admin user.
3.  Enter a valid password for the rack manager to access the CLI.

4. Onthe CLI menuy, type 11 to select the Diagnostics option and press Enter.
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6. The list of services that are running on the rack manager are displayed. The following screenshot only captures a subset of all services running
on the rack manager.
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7.  Enter the number associated with the service to restart and press Enter. Repeat this step for other services that need to be restarted.

8.  When the selected services have been restarted, log in to the rack manager’s web Ul with an administrator user account and verify that the main
Ul page displays correctly.
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Get Rack Manager Appliance Firmware Version

Follow the steps below to get the firmware version of the rack manager using the CLI:
1. Launch a serial connection to the rack manager using port 22 with an SSH application such as PuTTY.
2. Login as an admin user.
3.  Enter a valid password for the rack manager to access the CLI.

4. Onthe CLI main page, the rack manager firmware version is specified in the Firmware Version property.
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