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1INTRODUCTION

The Vertiv™ Cybex™ High Performance Secure Desktop Matrix switch can be configured to enable dedicated peripheral
port (DPP) functionality and send log and audit data to the administrator. The DPP feature can be managed via the
configurable device filtering (CDF) feature and configuration permissions limited to authenticated administrators. This
document provides system administrators and IT managers the information necessary to enable and manage these features
on any qualified switch.

WARNING! This product is equipped with active intrusion protection and tamper-evident seals. Tampering
with the switch or breaking/removing the seals permanently disables it and voids the warranty. If the
enclosure appears to be tampered with or if all the port LEDs flash continuously, contact Technical Support.
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2 USB DEVICE CONFIGURATION UTILITY

The switch supports authorized USB devices such as smart card readers or common access card (CAC) readers. USB
devices are plugged into the console DPP port. By default, authentication devices are authorized for use; however, only
authenticated administrators can authorize additional USB devices through the CDF feature and configuration permissions.

The CDF feature allows administrators to create lists of allowed and blocked devices, which are referred to as the white list
and black list, respectively. You can also assign authorized USB devices to specific computers and create policy rules
based on the USB device's class, sub-class, protocol, vendor id (VID), product ID (PID) and serial number.

2.0.1 Installing the UCU on a management computer

Before you can access the CDF feature to configure or manage USB device policies, you must download and install the
USB device Configuration Utility (UCU) on a designated management computer. The management computer can be a
laptop or desktop and must be equipped with at least Microsoft® Windows® XP to run the UCU.

Toinstall the UCU:

1. From the Vertiv web site, access the Software Downloads section and download the UCU onto a management
computer.

~or-
Contact Technical Support.

2. Launchthe UCU installation wizard and follow the provided instructions.

2.0.2 Connecting the management computer to the switch

To connect the management computer to the switch:

1 Using a USB Type-A and B cable, connect the A side of the cable to the management computer and the B side
to the appropriate channel port on the switch.

2. Using the channel select LED buttons, switch to the channel to be configured.

3. Log inas administrator.

Figure 1.1 Administrator Log-in Terminal

welcome [enter user name]
swiltchadmin

[enter password]
EEEERR R R

[sc]authentication done.

DL FL

2.1 Launching the UCU User Interface

After downloading and installing the UCU to the management computer and connecting the management computer to the

switch, you can launch the UCU user interface. The following figure and table include the UCU user interface sections and
each item's description.
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Figure 1.2 UCU User Interface
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Table 11 UCU Interface Sections

ITEM

4
5

NAME DESCRIPTION
Command bar Enables you to perform system commands.
White list rules Displays a list of authorized devices using OR relationship rules.
Black list rules Displays a list of unauthorized blocked devices using OR relationship rules.
Read bar Displays the attributes of the currently connected device upon request.
Status bar Displays the connection status of the USB switch and the UCU.

NOTE: Black list rules established for blocked devices always supersede white list rules established for authorized

devices.

The status bar indicates if the switch is connected to the management computer. It displays one of two statuses:

Not Connected - If the UCU is not communicating with the switch or if the administrator is not logged on and
the switch is not in administrator mode, this status is red.

Connected/Access Granted - If the UCU is communicating with the switch and the switch is in administrator
mode, this status is green.

To view connection status details:

In the UCU interface window, click Connection Status to display a Status window.
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Figure 1.3 Status Window

established -> 7/14/2013 10:16:40 AM
Eln.-uaion succeded -> 7/14/2013 10:17:00 AM
Password has been set -> 7/14/2013 10:22:16 AM
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3 CONFIGURING DEVICE RULES

You can create device policies through the UCU by reading the attributes from the connected USB device to generate
white and black list rules. You can also manually select attributes to customize white and black list rules. Rules can be
created based on the device's class, sub-class, protocol, vendor id (VID), product ID (PID) and serial number. Each
configuration supports up to 16 rules each for the white list and black list.

To read attributes from a USB device:

1. Onthe switch's back panel, connect the USB device to the console DPP port.

2. Inthe UCU interface, click Device - Read to display a list of the USB device attributes that appear in the
Currently Connected Device window.

3. Toadd an attribute to the white list, right-click the attribute and select Add To White List from the drop-down
menu.

-or-

To add an attribute to the black list, right-click the attribute and select Add To Black list from the drop-down
menu.

_Or_
To delete the attribute, right-click the attribute and select Clear from the drop-down menu.

Figure 2.1 Currently Connected Device Window and Drop-down Menu

Sub Class [h]

Add To White List

Add To Bldax List

4. Repeat for every USB device to be configured.

To manually define attributes fora USB device:

1. Scroll to the White List or Black List section of the UCU interface.
2. Double-click a field to open a complete list of possible attributes and click to select an attribute.

-or-
Click to select a field and enter the value of the attribute in the field.

NOTE: All fields must be completed. Entering * in a field indicates that any value is acceptable and entering * after a
value indicates a wild card.

3.1 Loading Configurations
After the configuration is defined, it must be loaded onto the switch.
To load the configuration:
1 Inthe command bar, click Configuration - Load.
NOTE: When the load command is received, the switch LED status turns off.

2. Disconnect and reconnect the power supply cable to restart the switch and apply the new configuration.
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NOTE: You cannot view a current configuration after it is loaded on the switch. You can only open, edit and re-load
previously saved configurations.

Figure 2.2 UCU Tool Configuration

Potocol IDh] ~ VIDR]  PID|]  Seriol Number o '© fpTo MapTo MapTo

Ensure the management computer is connected to the switch and you are logged on as administrator. If you are not logged
in as administrator, a loader utility error message appears.

Figure 2.3 Loader Utility Error Message

Target Device not ready or not in admin mode
Model: HSL SX42DU-3

FW Version:
Loaded Configuration:
File Name:
Created: I
Loaded:
I
Upload File:
1 Select a new configuration file J I"
|

Communication with target could not be established.
1. Check connection to target; and

2. Verify that administrator properly logged on to the target. i

Update Target

|ﬂ

3.2 Saving Configurations

Defined configurations can be saved to a file and later edited or loaded onto a connected target that is in administrator
mode. Configuration files are saved to the management computer through the UCU.
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To save a configuration:

1. Inthe UCU command bar, click Configuration - Save As.
2. Inthe Save As window, browse to the directory where the file will be saved.
3. Inthe File Name field, enter the name of the file and click Save.

Figure 2.4 Saving a Configuration

Configurstion

POM  sewimmber B HZTO fTe Hme

] O

To open, edit or load a saved configuration:

1. Inthe UCU command bar, click Configuration - Open.
2. Browse and select the directory containing the saved configuration file and click Open.
3. Update the configuration settings in the White List and Black List sections and click Configuration - Save.

-or-
Connect the switch to the management computer and load the configuration onto the switch.
3.3 Configuration Examples

Before implementing the example procedures, ensure the switch is connected to the management PC and the UCU is
communicating with the switch. You must be logged in as administrator to properly communicate with the target device.
The following procedures provide steps for creating and testing a white list and black list rule.

3.3.1 Creating and testing a white list rule

The steps in the following example procedures enable you to add a rule to the white list that allows you to map a USB flash
device to computer 3 and verify the rule is successfully added.

To add a white list rule for mapping a USB flash drive to computer 3:
1. Connect the USB flash drive to the switch's DPP port.
NOTE: The USB status LED illuminates red because the USB mapping is prohibited at this point.

2. Inthe UCU command bar, click Device - Read to display the USB device attributes in the Currently Connected
Device pane.

3. Inthe White list section, right-click on each attribute, select Add To White List from the drop-down menu and
select the Map to Ch3 checkbox.

Figure 2.5 Current Connected Device

Sub Class [h] Protocol 1D [h] VID ] PID [h]

eanc 121nscnncc | BAS02

| Add To White List I

Add To Black List
Clear
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4. Inthe UCU command bar, click Configuration - Load.
NOTE: The USB status LED will blink and turn off to indicate the new settings are stored.

Figure 2.6 White List

Configuration  Device
White List
#  Class ID ] SubClass ]  Protocol ID ] VID ] PID [h] Serial| Naber onlogiitr fogiiercgyiago
» |1 |08MassStorage |09 |50 0204 6025 [12104500s518A802 | [ | [ B
] ]

5. Disconnect the USB cable and turn the switch's power off and on.

To verify the white list rule is added:

1. Verify the USB status LED illuminates green to indicate the connected USB flash drive is approved.

2. Using the front panel channel select LED button, select channel 3 and verify the attached USB flash drive is
mapped to computer 3.

3. Select channels 1,2 and 4 and verify the attached USB flash drive is not mapped to computers 1,2 or 4.
3.3.2 Creating and testing a black list rule

The steps in the following example procedures enable you to add a rule to the black list that allows you to block USB flash
devices to any computer and verify the rule is successfully added.

To add a black list rule to block USB flash drives on all computers:
1. Connect the USB flash drive to the switch's DPP port.
NOTE: The USB status LED illuminates red since USB mapping is prohibited at this point.

2. Inthe UCU command bar, click Device - Read to display the USB device attributes in the Currently Connected
Device pane.

3. Inthe Black list section, right-click on each attribute and select Add To Black List from the drop-down menu.
In the UCU command bar, click Configuration - Load.

5. Disconnect the USB cable and turn the switch's power off and on.

To verify the black list rule is added:

1. Verify the USB status LED illuminates red to indicate the connected USB flash drive is blocked and the channel
LED indicators are turned off to indicate the connected USB flash drive is prohibited.

2. Using the front panel channel select LED button, select each channel and verify the USB flash drive is blocked
on all channels.

NOTE: The USB flash drive is blocked on channel 3 because the black list rules override white list rules.
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4 ADMINISTRATOR CONFIGURATION

The switch allows authenticated administrators to download event log files and audit histories. Log functions cannot be
disabled and log data cannot be erased by users or administrators. You must set up an administrator username and
password and log in to the account to view event logs and audit histories.

41 Administrator Setup

The default username is admin1234 and the default password is 1234ABCDefg!@#. You can use the default credentials
to log in to the switch and change the username and password. When creating a new username and password, adhere to the
following criteria:

e The username must be at least four characters in length and composed of letters and numbers only.
Special characters are not supported for the username. For confirmation, the username must be entered
twice.

e The new password must be at least eight characters in length but no longer than 24 characters, and
contain at least one capital and one lowercase letter, one number and one symbol. For confirmation, the
password must be entered twice.

NOTE: The password can be changed at any time and resetting the switch to factory default settings does not reset
the username or password.

When logging in, you are allowed three failed attempts. After three failed attempts, the administrator console is inaccessible
for 15 minutes. After nine failed log-in attempts, the administrator console is permanently locked and you must contact
Technical Support for assistance.

From the terminal menu, you can create up to nine additional administrator accounts per switch.
4.2 Administrator Log-in

You must log in to the switch as an administrator to have access to event logs, audit histories and the UCU. See USB Device
Configuration Utility on page 3 for more information about the UCU. Before logging in, ensure the computer is connected to
a keyboard and mouse and that the switch and computer are turned on. The following figure and table include items that
appear in the terminal window and each item's description.
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Figure 3.1 Authenticated Administrator Event Log Report
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2 enter password]
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G — StHoeersal
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SC_FW_CHECKSUM=77CF

SC_FW_VER=1_10_1017_15

BAT_VOLT=3.021
7 | ATAMP1=CLOSED
| | ATAMP2=CLOSED
S_EfMFn_sne-FF
| | MFR_DATE=05_25_2015
ARM_DATE=@S5_25_2015

| LOG_RECORDS=10
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11111111111171117 LOG FILE DOWNLOAD \\\\\\\\\LLLLLLLLLLL

LOG DATA

No Event Date-Time Data

1 REG ©5_25_2015_05:30:09 R6991S

2 ARM ©5_25_2015_05:34:36
[3 PUP 05_26_2015_10:09:14 STP

4 ADL ©5_26_2015_10:11:37 switchadmin
|S COF ©5_26_2015_10:14:51 DPWS

6 COF 05_26_2015_13:16:47 FDBC

7 COF 05_26_2015_13:19:06 FDBC
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9 COF ©5_26_2015_13:24:10 FDBC

10 CDF ©5_26_2015_13:25:08 FDBC

H
LD_COMPLETE;

10

Table 3.1 Administrator Report ltems

ITEM DESCRIPTION

1 Administrator username.

2 Administrator password.

3 Command to dump the log files into Notepad.

4 Date and time of the administrator's log-in in Coordinated Universal Time (UTC) format.

5 Switch's model number.

6 Switch's serial number.

7 Anti-tampering system state to indicate if the switch was compromised.

8 Manufacturer information including manufactured date (MFR date) and anti-tampering system arming (ARM) date.
9 Registration information.

10 Administrator account that is logged in and the time and date of the log in.
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To log on as an administrator:

1.

2.
3.

4.

Open Microsoft® Notepad or any other text editor on the connected computer.

Enter LCTRL+R CTRL+T to access admin mode.
Enter the administrator username and password.

In the terminal, enter DL_FL to dump the log file into Notepad.

The following table includes the fields that are displayed in the data log file dump and each item's description:

Table 3.2 Data Log File Fields

FIELD NAME DESCRIPTION NOTE
T+D= E/Z;ediw;lig:jgg. UTC format) when the dump file The time and date are set during production.
UNIT= Switch's manufacturer and model number. N/A
SN= Switch's serial number. N/A
UNIQUE D= ROM based identification string from controller The identification string can be used to identify inactive or dead
- silicon. products.
SC_FW_CHECKSUM= System controller firmware checksum. Verifies the integrity of the SC firmware.
SC_FW_VERSION= System controller firmware version number. N/A
BAT_VOLT= Anttampering bttery votage: minimum volage s 245 vohs (V) The el valueis 32V.
ATAMP1= Status of the left anti-tampering switch. :]—2: s::gtncgirigzzsiﬁiéefaun' I Eel 5 ElE= ), Ui Al
ATAMP2= Status of the right anti-tampering switch. :]—2: szg:]c:;i;:(l:;iivti)t);fefault. If the switchis open, the product
MFR_SITE= Switch's manufacturing site code. N/A
MFR_DATE= Switch's manufacturing date. N/A
ARM_DATE= Switch's anti-tampering arming date. N/A
LOG_RECORDS= Number of log lines in the switch's memory. N/A

4.3 Log Data Information

Log data is categorized into two types: Critical and non-critical. Critical and non-critical information appears in the
designated log area.

The following information appears in the critical log area:

The non-criti

Product registration information

Anti-tampering arming event

Tampering events detected (up to six possible events with date and time information)
Last administrator log-in

Last self-test failure information including error codes

cal log area can display up to 32 lines of data. As new events are created, the oldest event is deleted to display

the newest event. The following information appears in the non-critical log area:

Administrator log-in with changes
Changes to the administrator password
Rejected USB devices

Self-test failures

Black list and white list information
Power on and off cycles
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